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alicious image files are becoming an increasingly worse 
problem on the Web. In August 2009, malformed images 
were involved in 15% of all ScanSafe Web malware 
blocks. 88% contained malicious iframes and 7% of the 

total included shell code used to change permissions, elevate privi-
leges and gain backdoor access to the uploaded websites.  
 
The problem of malicious image files is exacerbated by the great 
number of sites that offer users the ability to upload images with cor-
respondingly few controls in place to ensure those images can't be 
used for harm. 
 
In mid-September, waves of malicious banner ads were served via 
multiple popular sites, including drudgereport.com, lyrics.com, horo-

scope.com and slacker.com. The ads delivered a trojan downloader 
using a variety of Adobe PDF exploits as well as the Microsoft ActiveX 
DirectShow exploit described in MS09-032. The banner attacks are a 
continuation of a seemingly connected series of malvertisements first 
observed in April 2009. 
 

Also throughout the third quarter, a series of geographically targeted 
website compromises impacted over 100,000 sites via SQL injection 
attacks. Impacted sites in India, China, and the United States were 
injected with malicious iframes that loaded exploit code. Successful 
exploit resulted in the silent installation of a potent cocktail of back-
doors and data theft trojans. 
 
ScanSafe customers were and continue to be protected from the attacks discussed 
herein.  

×  Signature vs. OI Blocks, 2Q09 

Web Malware Blocks 

×  Observations 

29% of all blocks in 3Q09 were Outbreak Intelligence (OI) blocks, with peaks between 80 -90% in mid -August. The high incident of zero-day malware was 
largely the result of an outbreak of compromises delivering backdoor trojans. The family of trojans, variants of Virbot, comb ined autorun worm capabilities, file 
infection, LSASS and RPC exploits combined with an IRC backdoor and data theft keylogging capability. 

×   JulyτSeptember 2009 Outbreak Intelligence Blocks 
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Four of the top ten Web threats in 3Q09 were 
data theft / keyloogging trojans. Overall, 24% of 
all Web malware blocked in 3Q09 were the result 
of encounters with data theft trojans. 37% of total 
Web malware blocks were the result of malicious 
iframes and exploits, chiefly distributed via com-
promised websites.  
 
Malicious image files containing iframes and PHP 
shellcode increased in 3Q09. At 7% of all Web 
malware blocks, exploiting the comment field in 
image files outpaced the incidence of encounters 
with PDF exploits targeting vulnerabilities in 
Adobe Reader and Acrobat. 3% of all malicious 
Web content were PDF files containing exploit 
code. 

Subscribe to the 
Global Threat Report 
To receive ScanSafeôs Global Threat 

Report each month, visit:  

http://www.scansafe.com/threat_center/gtr  

 

STAT Blog 
Timely, expert analysis and insight 

on the latest Web-borne threats and 

scams, tips on how to protect 

corporate assets from infection and 

observations on the threat land-

scape. Visit:  

http://blog.scansafe.com.  

About ScanSafe SaaS Web Security 
ScanSafeôs SaaS Web Security protects organizations of all sizes against Web-based 

malware attacks and enables the safe, productive use of the Web without incurring 

hardware, upfront capital, or IT management costs.  

Real-time proxy-based Web scanning stops web-based malware at the Internet level, 

before it reaches corporate networks. Inbound scanning protects against new malware 

threats and outbound detection alerts to malware communications resulting from pre -

existing infections.  

The Web Filtering service enables the creation, enforcement, and monitoring of Web 

usage policies. It includes streamlined configuration through a graphical dashboard, real-

time rules-based filters, and a best-in-class URL database.  

ScanSafe IM Control enables customers to control the rapidly growing use of public IM, 

such as AOL, Yahoo!, and Windows Live, in corporate networks. With IM Control, you 

can control and standardize your IM network; monitor, log, and audit IM use and 

generate customizable scheduled reports; and access compliance logging that integrates 

with your organizationôs email archiving solutions. 

About Outbreak Intelligenceϰ  
ScanSafeôs Web security applications are built on Outbreak Intelligence (OIÊ), a 

proprietary security platform that detects both new and known malware threats. By 

leveraging its unique position at the Internet level and processing several terabytes of 

Web data each day, OI has unmatched visibility of global Web data to proactively 

identify zero day malware threats.  

OI uses multiple signature-based anti-malware scan engines, multiple reputation and 

behavior detection engines, and automated machine-learning parameter development to 

detect new malware and avoid false positives.  

This combination of multiple, correlated detection technologies, automated machine-

learning heuristics, and the industryôs largest Web data set makes OI the most effective 

solution against new Web-based malware attacks.  

Contact ScanSafe 
ScanSafe US  

 

ScanSafe EMEA  

185 Berry Street 
San Francisco, CA 94107 

T: +415 692 2000  
F: +415 536 5949  

Qube, 90 Whitfield Street 
London, W1T 4EZ 

T: +44 (0) 20 7034 9300  
F: +44 (0) 20 7034 9301  

 
...or email info@scansafe.com 

×  Top Ten Blocks by Content Type 

Web-Based Malware 

×  Observations 

×  Blocks by Malware Type 

×  Top Ten Blocks by Threatname 

OI.PSW.MultiBanker.SV 8% 

OI.Backdoor:Keylogger.OF 7% 

Trojan-PSW.Win32.Magania 3% 

HTML.Iframe.heur 2% 

OI.Backdoor:Keylogger.AW 2% 

Exploit.Giframe 2% 

Trojan.JS.Iframe.boi 2% 

Downloader.Win32.Agent.chzm 1% 

Trojan.Giframe 1% 

Dropper.Win32.Agent.ayqa 1% 

15,000 Seat Representative Customer Blocks 

×  Blocks by Malware Type (Rep. Customer) 

×  Observations 

To help contextualize the Web threat landscape, ScanSafe provides raw figures experienced by an 
actual 15,000 seat customer. In 2Q09, the representative customer experienced a total of  8819 Web 
malware encounters, 7166 of which were the result of encounters with data theft trojans (for exam-
ple, backdoors and password stealing trojans).  
 
82% of ScanSafe Web malware blocks made on behalf of this customer were via ScanSafe Outbreak 
Intelligence, our proprietary technologies focused on zero day malware prevention.  
 
The 15,000 seat customer experienced an average of  126 Web malware encounters per day in 3Q09, 
compared to 51 per day  on average in 2Q09. 

×  Signature vs. OI Blocks 
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