
I 
ncreases in the rate of Web delivered malware continued through 
the second quarter of 2009.  In 1Q09, the rate of Web malware 
encounters increased 19% compared to 4Q08. This was followed 
by an even more pronounced increase in 2Q09, which was up 

36% compared to 1Q09. 
 

Website compromises resulting from the Gumblar attacks contributed 
to the increase. Overall, 14% of all Web malware encounters in 2Q09 
were the result of encounters with Gumblar-compromised websites.  
 
During the peak outbreak phase of the Gumblar attacks, from mid-
April through mid-May, the vast majority of the attacks were not de-
tected by standard antivirus signatures. For example, in the first week 
of May, 88% of the Gumblar blocks resulted from ScanSafe Outbreak 

Intelligence zero day threat prevention technologies  and only 12% 
from signature-based methodologies. 
 
While all Web malware increased by 36% in 2Q09, the rate of en-
counters with data theft trojans increased 37% for the same period. 
The most prevalently encountered data theft trojans were variants of 
Backdoor.Bifrose, a family of stealthy trojans that inject a backdoor 
into the browser process. Capabilities of the malware include data 
theft via keylogging and/or screen capture, remote access, registry 
manipulation, full control of files on the infected system, and a variety 
of other remote surreptitious activities. 
 
ScanSafe customers were and continue to be protected from the attacks discussed 
herein.  

×  Signature vs. OI Blocks, 2Q09 

Web Malware Blocks 

×  Observations 

Outbreak Intelligence (OI) blocks comprised 32% of all ScanSafe Web malware blocks in 2Q09. The highest peaks were during the Gumblar outbreak from mid -
April through mid -May, during which nearly 90% were OI blocks vs. signature detected. Signatures for Gumblar -compromised sites were not generally available 
until up to three weeks after the largest peak of Gumblar website compromises.  
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Backdoor and data theft trojans continue to be 
the second highest Web malware exposure, a 
continuation of a trend that started in November 
2008. The rate of data theft trojan encounters 
increased 37% in 2Q09 compared to 1Q09. 
 
The involved trojans can be remotely custom 
configured by attackers and thus the exact data 
targeted and/or the specific action taken on the 
system can vary depending on specifics of the 
victim. Many of these data theft trojans also in-
clude the ability to intercept and tamper with http 
and network traffic.  
 
Five of the top ten Web malware threats encoun-
tered in 2Q09 were data theft trojans.  

Subscribe to the 
Global Threat Report 
To receive ScanSafeôs Global Threat 

Report each month, visit:  

http://www.scansafe.com/threat_center/gtr  

 

STAT Blog 
Timely, expert analysis and insight 

on the latest Web-borne threats and 

scams, tips on how to protect 

corporate assets from infection and 

observations on the threat land-

scape. Visit:  

http://blog.scansafe.com.  

About ScanSafe SaaS Web Security 
ScanSafeôs SaaS Web Security protects organizations of all sizes against Web-based 

malware attacks and enables the safe, productive use of the Web without incurring 

hardware, upfront capital, or IT management costs.  

Real-time proxy-based Web scanning stops web-based malware at the Internet level, 

before it reaches corporate networks. Inbound scanning protects against new malware 

threats and outbound detection alerts to malware communications resulting from pre -

existing infections.  

The Web Filtering service enables the creation, enforcement, and monitoring of Web 

usage policies. It includes streamlined configuration through a graphical dashboard, real-

time rules-based filters, and a best-in-class URL database.  

ScanSafe IM Control enables customers to control the rapidly growing use of public IM, 

such as AOL, Yahoo!, and Windows Live, in corporate networks. With IM Control, you 

can control and standardize your IM network; monitor, log, and audit IM use and 

generate customizable scheduled reports; and access compliance logging that integrates 

with your organizationôs email archiving solutions. 

About Outbreak Intelligenceϰ  
ScanSafeôs Web security applications are built on Outbreak Intelligence (OIÊ), a 

proprietary security platform that detects both new and known malware threats. By 

leveraging its unique position at the Internet level and processing several terabytes of 

Web data each day, OI has unmatched visibility of global Web data to proactively 

identify zero day malware threats.  

OI uses multiple signature-based anti-malware scan engines, multiple reputation and 

behavior detection engines, and automated machine-learning parameter development to 

detect new malware and avoid false positives.  

This combination of multiple, correlated detection technologies, automated machine-

learning heuristics, and the industryôs largest Web data set makes OI the most effective 

solution against new Web-based malware attacks.  

Contact ScanSafe 
ScanSafe US  

 

ScanSafe EMEA  

185 Berry Street 
San Francisco, CA 94107 

T: +415 692 2000  
F: +415 536 5949  

Qube, 90 Whitfield Street 
London, W1T 4EZ 

T: +44 (0) 20 7034 9300  
F: +44 (0) 20 7034 9301  

 
...or email info@scansafe.com 

×  Top Ten Blocks by Content Type 

Web-Based Malware 

×  Observations 

×  Blocks by Malware Type 

×  Top Ten Blocks by Threatname 

Exploit.Gumblar 14% 

JS.Iframe.apu 2% 

Backdoor.Win32.Bifrose.atsn 2% 

Backdoor.Win32.Bifrose.axei 2% 

PSW.Win32.Magania.bfrp 2% 

Trojan.Fraudload.gen 1% 

Backdoor.Win32.VB.iqo 1% 

PDF.Exploit.gen 1% 

Backdoor.Win32.Buzus.biwd 1% 

Trojan-Exploit.JS.Agent.dwf 1% 

15,000 Seat Representative Customer Blocks 

×  Blocks by Malware Type (Rep. Customer) 

×  Observations 

To help contextualize the Web threat landscape, ScanSafe provides raw figures experienced by an 
actual 15,000 seat customer. In 2Q09, the representative customer experienced a total of  4575 Web 
malware encounters, 715 of which were the result of encounters with data theft trojans (for example, 
backdoors and password stealing trojans).  
 
19% of ScanSafe Web malware blocks made on behalf of this customer were via ScanSafe Outbreak 
Intelligence, our proprietary technologies focused on zero day malware prevention.  
 
The 15,000 seat customer experienced an average of  51 Web malware encounters per day in 2Q09. 

×  Signature vs. OI Blocks 
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