
A 
n outbreak of bank-related data theft trojans was observed during the 
first quarter of 2009. These outbreaks were traced to the Zeus botnet 
which was implicated in a $6 million dollar commercial account heist 
on 20 European banks in the summer of 2008. In March 2009, the 

Zeus botnet began employing an exploit toolkit known as Luckysploit, which 
uses an asymmetric key algorithm (standard RSA public/private key cryptogra-
phy) to encrypt the communication session with the browser.  
 
The exact origin of the Luckysploit toolkit is unknown, although the Zeus botnet 
is believed to be controlled by Russian cybercriminals. 
 
Zeus bots are known for browser traffic sniffing, intercepting POST data and 
keystrokes associated with the active browser session as well as clipboard 
data pasted into the browser. While these actions facilitate Zeus' activities 
concerning data theft, it could also lead to compromise of FTP credentials. For 
this reason, impacted sites may not just be spreading new Zeus banking tro-
jans and bots, their management systems may also be infected with previous 

variants of Zeus bots and banking trojans. This theory gains support given that 
many of the Zeus-related Web site compromises were observed on flat HTML-
only sites, lessening the likelihood of Web 2.0 or similar exploits as a causative 
factor.  
 
As with most malware today, symptoms of a Zeus infection include the dis-
abling of firewall or other security software, as well as blocking access to secu-
rity vendor sites and services. Zeus bots and trojans are also rootkit-enabled, 
which can hinder discovery efforts. 
 
Previous to the 1Q09 outbreak, the Zeus botnet was believed to be comprised 
of approximately 100,000 infected computers. Given the activity and increase 
of Zeus-related website compromises in 1Q09, it is likely that the number of 
Zeus bot-infected computers has increases proportionately. 
 
ScanSafe customers were and continue to be protected from the attacks discussed 
herein.  

×  Signature vs. OI Blocks, 1Q09 

Web Malware Blocks 

×  Observations 

The rate of OI (Outbreak Intelligence) blocks was 20% in 1Q09. The highest peak, 58% , occurred on February 22 and correspond ed with an outbreak of a 
keystroke logging data theft trojan. A second large scale outbreak occurred between March 10-14, distributing data theft trojans  disguised as jpeg image files. 
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Backdoor and data theft trojans continue to be 
the second highest Web malware exposure, a 
continuation of a trend that started in November 
2008. Further, the number of new variants of this 
class of malware also increased in 1Q09. 
 
The involved trojans can be remotely custom 
configured by attackers and thus the exact data 
targeted and/or the specific action taken on the 
system can vary depending on specifics of the 
victim. These trojans also include the capability to 
intercept and tamper with http and network traf-
fic. 
 
Data theft trojans remain the most significant risk 
to enterprise users. 
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About ScanSafe SaaS Web Security 
ScanSafeôs SaaS Web Security protects organizations of all sizes against Web-based 

malware attacks and enables the safe, productive use of the Web without incurring 

hardware, upfront capital, or IT management costs.  

Real-time proxy-based Web scanning stops web-based malware at the Internet level, 

before it reaches corporate networks. Inbound scanning protects against new malware 

threats and outbound detection alerts to malware communications resulting from pre -

existing infections.  

The Web Filtering service enables the creation, enforcement, and monitoring of Web 

usage policies. It includes streamlined configuration through a graphical dashboard, real-

time rules-based filters, and a best-in-class URL database.  

ScanSafe IM Control enables customers to control the rapidly growing use of public IM, 

such as AOL, Yahoo!, and Windows Live, in corporate networks. With IM Control, you 

can control and standardize your IM network; monitor, log, and audit IM use and 

generate customizable scheduled reports; and access compliance logging that integrates 

with your organizationôs email archiving solutions. 

About Outbreak Intelligenceϰ  
ScanSafeôs Web security applications are built on Outbreak Intelligence (OIÊ), a 

proprietary security platform that detects both new and known malware threats. By 

leveraging its unique position at the Internet level and processing several terabytes of 

Web data each day, OI has unmatched visibility of global Web data to proactively 

identify zero-day malware threats.  

OI uses multiple signature-based anti-malware scan engines, multiple reputation and 

behavior detection engines, and automated machine-learning parameter development to 

detect new malware and avoid false positives.  

This combination of multiple, correlated detection technologies, automated machine-

learning heuristics, and the industryôs largest Web data set makes OI the most effective 

solution against new Web-based malware attacks.  
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×  Top 10 Malware Binaries 

PSW.Banker 9% 

Trojan-PSW.Infostealer 4% 

PSW.Win32.RaMag.a 4% 

Trojan-Exploit.JS.Agent.dsp 4% 

Trojan-Exploit 4% 

Trojan.HTML.Iframe.kr 3% 

Trojan.Iframe 3% 

Trojan.HTML.IFrame.abp 3% 

Trojan.Generic 2% 

Downloader.Win32.Vundo.gen 2% 

15,000 Seat Representative Customer Blocks 
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×  Observations 

To help contextualize the Web threat landscape, ScanSafe provides raw figures experienced by an 
actual 15,000 seat customer. In 1Q09, the representative customer experienced a total of  6317 Web 
malware encounters, of which the majority (2124) were the result of encounters with data theft tro-
jans (for example, backdoors and password stealing trojans).  
 
15% of ScanSafe Web malware blocks made on behalf of this customer were via ScanSafe OI, our 
proprietary technologies focused on zero day malware prevention. 
 
The 15,000 seat customer experienced an average of 69 Web malware encounters per day in 1Q09. 
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