
September 2008 / 3Q08 

W 
eb-based malware threats continued to increase quarter 
over quarter in 2008 with the highest number of malware 
blocks recorded in July 2008. While the rate of Web-
based malware decreased and flattened in August and 

September 2008, the rates continued to be higher than observed in 
January through June 2008. This is particularly significant given that 
January through June rates were already abnormally high compared 
to previous years. 
 
The risk of exposure to zero day Web-based malware increased sub-
stantially to 31% of all September 2008 malware blocks compared to  
a median of 18% for all of 2008. Zero day blocks are those blocks 
which were not detected by signature-based scanners at the time of 
exposure and which were blocked via ScanSafe OI zero day threat 
prevention.  
 
For the first time, in September 2008, the rate of PDF exploits out-
paced SWF (Flash) exploits, with 76% of the PDF exploits blocked via 
ScanSafe OI zero day threat detection.  
 
Companies in the Energy sector faced a 196% heightened risk com-
pared to other verticals, followed by Pharmaceuticals/Chemicals at 

192% increased risk. Construction & Engineering was third highest at 
150% increased risk. Other verticals facing increased risk included 
Transportation & Shipping (129%), Travel and Leisure (66%), and 
Education which had a 54% more likely risk of exposure compared to 
other verticals.  All companies across all verticals had a 338% in-
creased risk of exposure on average in 3Q08 compared to 1Q08, and 
a 553% increased risk compared to 4Q07. 
 
An analysis of the Customer Focus Group (CFG) reveals an in-
creased corporate risk rating of 499% for exposure to backdoors and 
password stealing trojans in September 2008 compared to January 
2008. The focus group is comprised of corporations which are com-
mon to all reporting periods beginning in May 2007. The rate of zero 
day blocks for the CFG was higher than the rate for all customers, at 
41% of the CFG’s September 2008 malware blocks.   
 
Socially engineered malicious email remained an elevated risk 
throughout 3Q08 compared to previous months, though September 
numbers were slightly lower than the 7% observed in August 2008.  
 
ScanSafe customers were and continue to be protected from the attacks dis-
cussed herein.  
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Key Highlights  
 74% of all malware blocks in 3Q08 resulted from visits to compromised websites; 

 The volume of malware blocks increased 338% in 3Q08 compared to 1Q08 and 553% compared to 4Q07; 

 The Energy sector faced a 196% higher risk of exposure compared to other verticals; 

 31% of all malware blocked by ScanSafe in September 2008 were zero day malware threats; 

 The risk of backdoors and password stealing Trojans increased 267% in September 2008 compared to January 2008; 

 An average of 17 Billion requests per month were processed in 3Q08 with 170 million blocks per month performed on be-

half of ScanSafe customers.  

×  All Blocks, Sep 2008 

Web-Based Malware 

×  Observations 

The rate of zero day malware increased dramatically in September 2008, with 31% of all Web-based malware blocks the result of ScanSafe OI Zero Day threat prevention. Among 

focus group customers the increase was even more pronounced, with zero day threats representing 41% of all Web-based malware blocks. The median rate of zero day threat detec-

tion for the first three quarters of 2008 was 18%. 
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Subscribe to the 
Global Threat Report 
To receive ScanSafeôs Global Threat 

Report each month, visit: 

http://www.scansafe.com/threat_center/gtr 

 

STAT Blog 
Timely, expert analysis and insight 

on the latest Web-borne threats and 

scams, tips on how to protect 

corporate assets from infection and 

observations on the threat land-

scape. Visit:  

http://blog.scansafe.com. 

About ScanSafe SaaS Web Security 
ScanSafeôs SaaS Web Security protects organizations of all sizes against Web-based 

malware attacks and enables the safe, productive use of the Web without incurring 

hardware, upfront capital, or IT management costs. 

Real-time proxy-based Web scanning stops web-based malware at the Internet level, 

before it reaches corporate networks. Inbound scanning protects against new malware 

threats and outbound detection alerts to malware communications resulting from pre-

existing infections.  

The Web Filtering service enables the creation, enforcement, and monitoring of Web 

usage policies. It includes streamlined configuration through a graphical dashboard, real-

time rules-based filters, and a best-in-class URL database.  

ScanSafe IM Control enables customers to control the rapidly growing use of public IM, 

such as AOL, Yahoo!, and Windows Live, in corporate networks. With IM Control, you 

can control and standardize your IM network; monitor, log, and audit IM use and 

generate customizable scheduled reports; and access compliance logging that integrates 

with your organizationôs email archiving solutions. 

About Outbreak Intelligenceϰ  
ScanSafeôs Web security applications are built on Outbreak Intelligence (OIÊ), a 

proprietary security platform that detects both new and known malware threats. By 

leveraging its unique position at the Internet level and processing several terabytes of 

Web data each day, OI has unmatched visibility of global Web data to proactively 

identify zero-day malware threats.  

OI uses multiple signature-based anti-malware scan engines, multiple reputation and 

behavior detection engines, and automated machine-learning parameter development to 

detect new malware and avoid false positives.  

This combination of multiple, correlated detection technologies, automated machine-

learning heuristics, and the industryôs largest Web data set makes OI the most effective 

solution against new Web-based malware attacks.  

Contact ScanSafe 
ScanSafe US  

 

ScanSafe EMEA  

185 Berry Street 
San Francisco, CA 94107 

T: +415 692 2000 
F: +415 536 5949 

The Connection 
198 High Holborn 

London, WC1V 7BD 

T: +44 (0) 20 7959 0630 
F: +44 (0) 20 7959 0631 

 
...or email info@scansafe.com 

×  Top 5 Vertical Risk Rating ×  Malware Blocks, Sep 2008 

Web-Based Malware 

SQL injection and other forms of website compromise led to steadily increasing malware block volumes throughout the first three quarters of 2008. Because block can be influenced by 

other factors, such as change in customer base, a volume analysis using the Customer Focus Group (CFG) was also performed. The  ScanSafe CFG is a randomly selected group of cus-

tomers across all verticals which were common to all reporting periods beginning in May 2007. 

×  Malware Block Volume, Moving Average ×  Focus Group Malware Block Volume, Moving Average 

×  2008 Zero Day Block Volume 

×  Observations 

On average, the rate of Web-based malware encountered by corporations increased 338% in 3Q08 compared to 

1Q08 and 553% compared to 4Q07. The Energy sector had a 196% higher rate of exposure compared to other 

industry verticals. The Pharmaceuticals and Chemical industry was second highest with an increased exposure risk 

of 192%, followed by Construction (150%), Transportation  (129%), and Travel (66%).  

0%

10%

20%

30%

40%

50%

60%

70%

80%

90%

100%

1-Jan-08 1-Feb-08 1-Mar-08 1-Apr-08 1-May-08 1-Jun-08 1-Jul-08 1-Aug-08 1-Sep-08

% ZD Per Day Average ZD %

-20%

0%

20%

40%

60%

80%

100%

120%

140%

1-Jan-08 1-Feb-08 1-Mar-08 1-Apr-08 1-May-08 1-Jun-08 1-Jul-08 1-Aug-08 1-Sep-08

-25%

-20%

-15%

-10%

-5%

0%

5%

10%

15%

20%

1-Jan-08 1-Feb-08 1-Mar-08 1-Apr-08 1-May-08 1-Jun-08 1-Jul-08 1-Aug-08 1-Sep-08

0% 10% 20% 30% 40% 50% 60%

Exploit & Iframe

Downloader / Dropper

Backdoor & PWS

Trojan - General

Virus & Worm

Redirector

Rogue Scanner

Clickfraud Trojan

Zero Day Signature

196% 192%

150%

129%

66%

0%

50%

100%

150%

200%


